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Requirement
· New user addition – consent notification to use their information into system
· If email provided – email should be sent [company]  added your details as user – do you consent
· Notification should contain a link – clicking it user details will be displayed – allowing user to select any option – I consent , I do not Consent
· Template should be customizable as per organisation/customer
· Should support multi language
· If only mobile Number(app user) - a reverse notifcation should be sent
· Consent/ Non- Consent should be captured through reverse communication


Solution
DB Changes
We can add a new flag UserConsentRequired in the existing organisation_settings- additional_settings  column – this will allow to set user consent flow in organisation level	Comment by Sindhusha Balla: we don't need new column for this. Lets use existing additional_settings JSON column to have "UserConsentRequired" property. @Harish 	Comment by Harish: @Sindhusha Balla - it would be easier to access/update if we have a new column 

Also additional_settings - currently contain password/ login details 

though i updated the query to use additonal_settings only	Comment by Sindhusha Balla: Lets add a new column enable_adding_user_consent, I see this flag might be used in many places so to access it easily, we cannot have the entire additional_settings JSON to parse & then read that flag, it doesn't make sense. 
ALTER TABLE organisation_settings ADD user_consent_required TINYINT(1) NOT NULL DEFAULT 0;
create a new table user_consents
CREATE TABLE user_consents (
    id INT AUTO_INCREMENT PRIMARY KEY,
    user_id INT NOT NULL,
    org_id INT NOT NULL,
    consent_status TINYINT(1) NOT NULL, --enum Pending, Approved, rejected
    notification_medium TINYINT(1), -- enum e.g., 'email', 'whatsapp'	Comment by Sindhusha Balla: We do not need new table for this. We can use table created as a part of this task - https://pinestem.com/dashboard.html#/tasks/quick/INRT-2999/details/?companyId=453&isPrevNext=1, check pinned comments. You just have to add notification_type column ENUM ('email', 'whatsapp'), rename that table from user_whatsapp_consents to user_consents. @Harish 	Comment by Harish: I also had this idea to reuse and create a generic table only 

Harish
I just checked pinestem - we have consent feature for batch participant, ptw  also - so should also include the consent_type (to it can be more generic table) like

User Addition
Batch Participant 
Facemate 
PTW user consent 
 
MS comment -
this is not connected to that
that is a separate consnt and that should go into that separate thing. so keep this different
	Comment by Sindhusha Balla: Ok, lets have a different table then similar to ptw consent table. but we need to maintain one more column notification type like I suggested.	Comment by Harish: we already have that - currently named medium
will rename as notification_medium
    reference_id VARCHAR(255), --random guid of 32 char
    conversation_id – fk to conversation table , nullable
    consented_on DATETIME DEFAULT CURRENT_TIMESTAMP,
    created_on DATETIME NOT NULL DEFAULT CURRENT_TIMESTAMP,
    modified_on DATETIME DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP,
    created_by INT,
    modified_by INT,
    status TINYINT(1) DEFAULT 1,
    CONSTRAINT fk_user_consents_user FOREIGN KEY (user_id) REFERENCES users(id),
    CONSTRAINT fk_user_consents_conversation FOREIGN KEY (conversation_id) REFERENCES conversations(id),
    CONSTRAINT fk_user_consents_org FOREIGN KEY (org_id) REFERENCES organisations(id),
    UNIQUE KEY uq_user_org (user_id, org_id)
);

API Change

Enums
Consent Status 
    public enum UserConsentStatus
    {
        Pending = 1,
        Approved = 2,
        Rejected = 3
    }

    public enum UserConsentMedium
    {
        Email = 1,
        WhatsApp = 2,
    }


Existing API Changes
1. Add User API 
· Need to add a notification event to handle email / whatsapp message << When a user is created with an email ID – a notification email already goes>> so this has to change templet – IF & ONLY IF that organisation has turned ON the consent concept. <<  For this – Added a new flag in the organisation_settings table – which can be checked – based on that we can switch between the templates	Comment by Sindhusha Balla: Update this API change as per DB change that I have suggested. @Harish 
· Also need a create new entry in user_consents table for the added user
· By default status will be pending
· If Portal User (Email present) - Medium – Email
· If App User (Email not present) - Medium – WhatsApp
· UserId , orgId 
· Consent_on , reference id – will be null 
· When the Notification is trigger – in nsq function we will update the referenceId based on the response – can capture that and update in the db – we can uniquely identify record by user-id , organisation-id


New API Needed	Comment by Sindhusha Balla: We do not need new APIs for this.
We can call the same GET API for capturing user consent implemented as a part of this task - https://pinestem.com/dashboard.html#/tasks/quick/INRT-2781/details/?companyId=453&isPrevNext=1
@Harish 	Comment by Harish: we still need a new api - these api uses the conversation table - we need this api to show details in the user details page in portal /app	Comment by Sindhusha Balla: Ok, this GET should be added as webhook in twilio then. make a note of it. And for showing user consent in the app & portal, Raj might ask us to send this consent status in the existing GET API only, we can confirm this though.
1. New PUTapi for registering user consent
· Need to send the user consent status  in payload
· We have to update the consent_status , consented_on in db

2. Get API for user consent	Comment by Sindhusha Balla: We will need new PUT API to update the user consent that we will capture from Email. @Harish 	Comment by Harish: @Sindhusha Balla - we have the get api that act as put api - as if we send link in email - we can't immitate a put api 	Comment by Sindhusha Balla: GET should be fine.
· A get api to fetch the user consent table details
· Will be used in the user details in portal

Doubts
· Do we want to restrict any actions – like non-consented user will be not showed in the user list or any dropdown – or we just restrict the notifcation sending to them
· << GOOD Question – if non consented, that user is almost like INACTIVE.. Cannot be used. Ideally the user may have to be deleted – but lets put a flag as NON Consented and turn that user as INACTIVE>> We may have to also send an email to the person who added that user – saying this user you created has NOT given consent. << For this – we already have have a is_active  in user_organisation table – if user reject the consent we can set it as 0 .
We can trigger a notification to that organisation owner through the get api (used as put to update status) - we add a check if consent status is rejected – we send the email to the org owner – details can be fetched from the user_consents table 	Comment by Sindhusha Balla: This should sufice, we will just make that user inactive if he rejects the consent & send an email to org owners NOT single owner. we need read owners from our new organisation_owners table & send this email to all. @Harish 
If we want to restrict then we need to add additional check in every api which users – or we can by default make the status flag as 0 – when user consent only activate the user 

WhatsApp reverse communication
· This is an R&D component will be part of Oqsha – it is used for ptw consent we can use the same 
· We need a new 360Dialog template for this – which will have user information and instruction to reply will  “I consent/ I do not consent”
· The response can be checked and the value for the consent_status and consented_on can be updated accordingly



Email Template
We will need a new email template for notification 
Basic template
<!DOCTYPE html>
<html lang="en">
<head>
  <meta charset="UTF-8">
  <title>Consent Request</title>
  <style>
    body { font-family: Arial, sans-serif; background-color: #f4f4f4; padding: 20px; }
    .container { max-width: 600px; background: #fff; padding: 30px; border-radius: 8px; box-shadow: 0 0 10px rgba(0,0,0,0.1); }
    .btn {
      display: inline-block;
      margin: 10px 5px;
      padding: 12px 20px;
      color: white;
      text-decoration: none;
      border-radius: 5px;
    }
    .btn-consent { background-color: #28a745; }
    .btn-decline { background-color: #dc3545; }
    .footer { margin-top: 30px; font-size: 12px; color: #777; }
  </style>
</head>
<body>
  <div class="container">
    <h2>{{company_name}} is requesting your consent</h2>
    <p>Hello {{user_name}},</p>
    <p>{{company_name}} is adding your details as a user in their system. Please confirm if you consent to this.</p>
    <p><strong>Your Details:</strong></p>
    <ul>
      <li>Email: {{email}}</li>
      <li>Mobile: {{mobile_number}}</li>
      <li>Role: {{role}}</li>
    </ul>
    <p>Please choose one of the options below:</p>
    <a href="{{consent_link}}" class="btn btn-consent">I Consent</a>
    <a href="{{decline_link}}" class="btn btn-decline">I Do Not Consent</a>
    <p class="footer">
      This is an automated message. If you have questions, contact {{company_support_email}}.<br>
      {{company_name}} | {{company_address}}
    </p>
  </div>
</body>
</html>

New template to send to organisation owner if user reject consent
<!DOCTYPE html>
<html>
<body>
  <p>Dear {{owner_name}},</p>

  <p>
    The user <strong>{{user_full_name}}</strong> (<a href="mailto:{{user_email}}">{{user_email}}</a>) has 
    <strong>declined to provide consent</strong> during registration on <strong>{{consent_date}}</strong>.
  </p>

  <p>
    <strong>Organisation:</strong> {{organisation_name}}
  </p>

  <p>
    As per your organisation's consent policy, their account remains inactive until further action is taken.
  </p>

  <p>
    Please contact support or review your organisation settings if needed.
  </p>

  <p>
    Regards,<br>
    <strong>Oqsha Team</strong>
  </p>
</body>
</html>


How consent details will be updated in db
1. WhatsApp
· Not so sure about most probably the communication is handled via webhook
· It will be done through R&D component – reverse communication
if (incomingMessage.text.body.toLowerCase() === 'i consent') {
    callPutConsentAPI({
        user_id: matchedUserId,
        org_id: matchedOrgId,
        consent_status: 1,
        reference_id: incomingMessage.context.id
    });
} else if (incomingMessage.text.body.toLowerCase() === 'i do not consent') {
    callPutConsentAPI({
        user_id: matchedUserId,
        org_id: matchedOrgId,
        consent_status: 2,
        reference_id: incomingMessage.context.id
    });
}




2. Email
· We provide a static page link – where we will pass the orgName and referenceId in params and UI will call put api based on the user response
· The api call will update the record in the db	Comment by Sindhusha Balla: This can be checked with Raj, Ideally this should be the flow,
1. We will create tokens & embed them in the href links while sending email - Ex - 
/consent/confirm?token=abc123
2. When the user clicks, we need to validate the token ( & expiry if needed) & update the user consent accordingly in our DB.
@Harish 

NOTE: The validation will happen through referenceId – which we stored in notification creation – so user can not update other person concent

If we don’t want to expose any information [like in this userId , orgId etc in the link]
We can generate a json token with the required fields and add it in the end of the link and then decode it at the api end to perform necessary action
UI Change
We will need a static web page where we allow user to select the option for consent
From API End we will add this send like this 
{{StaticPageURL}}?referenceID=c2bks21...vv&OrgName=Osmosys
· UI will show the static content like

{{OrgName}} wanted your consent for using/storing your data in their system

Do you consent consent
Radio button – I consent , I do not consent
Then the UI will call the put api providing this referenceId in the payload
You also need a UI enhancement (under user section):
· A Consent Log tab showing:
· User
· Consent Status
· Date – this will be the consented_on date
· Medium (Email / WhatsApp)
· ReferenceId – it will be the unique guid of the notification sent 
API Changes

1. Add User API
· Change Notification Behavior:
· If organisation_settings.user_consent_required = 1, send a consent-specific notification email/WhatsApp instead of the standard user creation notification.
· Use customizable template based on organisation settings.
· Insert Entry in user_consents Table:
· consent_status: Pending
· notification_medium: Email or WhatsApp based on whether email is present
· reference_id: this will be random guid of 32 char to uniquely identify a record
· is_active in user_organisation: set to 0 (inactive) until consent is given
· We will create a conversation record in case of whatsapp notification and insert the value into the user_consent table column ‘conversation_id’
· When the Notification is trigger – in nsq function we will update the conversations table based on the response – can capture that and update in the db – we can uniquely identify record by user-id , organisation-id or reference_id
PUTAPI – Update User Consent via Link
· Endpoint: userConsent/update
· Method: PUT
· Params:
· consentStatus, referenceId
 
· Action:
· Update user_consents.consent_status, consented_on – uniquely identify the record using the referenceId
· If consentStatus = 1 (Approved)
· Set is_active = 1 in user_organisation
· If consentStatus = 2 (Rejected):
· Set is_active = 0 in user_organisation(already 0 – no action needed)
· Send email to organisation owner
· we need read owners from our new organisation_owners table & send this email to all. 
GET API – Fetch Consent Details
· Endpoint: /userConsent/details
· Method: GET
· Params: userId, orgId
· Response: Full row from user_consents table
 (for use in portal display or admin view)


